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FEWETE B H X HCE X
EFUSE One Time Program memory a ﬁE¢%ET;ﬁEQﬁ1i%§
IBL Immutable Boot Loader INEEIE
MBL Main Boot Loader F5l%
MBL-PK Main Boot Loader Public Key F5IFAH
MP Mass Production w7, X AR
MSDK Main SDK ESVARE A
OTA Over the Air upgrade AT
ROTPK Root of Trust Public Key RABEAH
ROM Read-Only Memory RS
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1. ZERD)

1.1. f&j

LAJAENREN TR MR GUBATH 2646 22 LN IR P Z 18] A AR B iR EA e 3

FE B AR A SE B

N T ORIES — AR IR R AN, TA PR S — A PUT R Bell terE ROM 1, FRZ 9
AnAEG| 7 (BL). Haahi B N 2R sh)E, Ntk LRt REE, RGHH L
IBL KISATH — 24684, AEMTAANRER . B — %45 QA TIRIGHE.

B AT PATIEPEG TIHE FLASH I3k, #rz 8F 515 (MBL) . IBL 2 7151 461iE MBL
AT, BB, 4 REPkEE] MBL.

Ja— WA PATFEFEL, AR 28 MSDK, 4 i MBL K 1 5 38E 2544, WIERIh)E, 746
ki 2 MSDK 1517 »

gl E R 11,
& 1-1. 5| 22

MBLiiH g %k MSDKiE i 5 ik

Secure ROM FLASH FLASH

EFUSE &SR A (ROTPK) KM #HE, FSRIGUESE —A FLASH AJ#UTHEF
BB A RE S, BAATERAEHESAL S IF 5 .

1.2. FLASH 3%

FLASH #%) W& 1-2. GD32VW553 ' #ilfic & FLASH “K/)vg 4M Bytes, AIT5ELL 4M
.

System Setting == Z/7 /it MBL 1 MSDK 46 iiuA (5 2. LA S S s 55 . WIMRRAN S
B S—R 8 Shi U E %3 System Status 11, ARG SIZIBUE . 2 EIER, BAS R
RERTEE, AEEEIR.

System Status %] PING/PONG {177 4E4", A AR M TLV %3, FHERGRAT, Jf
KH AES I, &3 B RAFICAME B L MSDK 0/1 IS TIRAS » WA BRI KI 1=l
BT, MSDKIZATIRAHI R E 1 1A a2 5 K% MSDK 0 3852 MSDK 1. "Eibfefiti I

5
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1.3.

AL S 5| AR KIN A, IR B AV B G A

MSDK 0 2 B EE 1), AReeei, {H:2& MSDK1 K ArE, 7l LAMRYE FLASH
K/INAIl User Data ) K /M. MSDK 0 Al MSDK 1 K5 k& S et g fdi F, Rl &
R ZAZ KA, PLRATE SDK A, MSDK 1 Mg aafr B H ar AT R E N2
0x081EA000.

A 1-2. FLASH #%)

0x08000000 | System Setting

0x08001000 MBL
0x08008000 System Status
0x0800A000

MSDK 0
0x081EA000

MSDK 1

User Data
0x083FFFFF
SRAM # X

SRAM #iKiI JLE 1-3. it ROM f 21 i JRde & b 1 1 512 545

Shared data & ROM %45 MBL {5 &, 45 ROM fii 4% &, ROTPK M7 {8 A& MBL
NAZER

MBL used #& MBL iz 4T} Fi £ e RIS .
MSDK used #& MSDK A] L i) SRAM 5[] .

FEEME, K 1-3 4, MSDK 1§ ) SRAM i} Shared data [X 35 UL & MBL [X I8 &
A, RRANTE MBL IS T 25, X PHe 2 a] #RaT LURE s okgs MSDK . [A 1t MSDK 1 F )
SRAM 247 H 1 & 0x20000200.

& 1-3. SRAM ikl
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0x20000000 ROM used
0x20000200 Shared data
0x20000300 MBL used

MSDK

0X2004FFFF



e AN260

GigaDevice GD32VW553 ‘%4 Ja sl Al [E] 44T+ 2% 45 =
1.4. Rl i B S

LRI B S H1%SDK%\config\config_gdm32.h, W 1-4. ASCHE NIUE, $F—ER
Feuhl, 5 T BUE SRAM MR, ZB=BoE FLASH MR, 28 DUBSE A . Al LARYET
H A2 br 75 BRI TRCE . 37N “Keep unchanged!” HIATANBEISER, X F0 4 Fe St o hgif:
GREM

FERAATPATREFREATS 1% B, B i, MM BNt M2l SRAM
A1 FLASH HR ) sl A 5 ZAE 2o — A>3t

i ZEE RE_MBL_OFFSET X —17, =17y O [, MBL [ 2% A FLASH Boot
BEATHR R, W7 ZE Secure ROM Boot, 7 ZHix AN 24244 0x1000,

&l 1-4. I B B S

/* REGION DEFINE */
#define RE FLASH BASE 0x08000000 /* !Keep unchanged! */

#define RE SRREM BASE 0x20000000 /* !Keep unchanged! */
/* SREM LRAYOUT */

#define RE MBL DATA START 0x300 /* !Keep unchanged! */
#define RE IMG DATA START 0x200 /* !Keep unchanged! */

/* FLASH LAYEROUT */

#define RE VTOR ALIGNMENT 0x200 /* 1Keep unchanged! */
#define RE SYS SET OFFSET 0x0 /* !Keep unchanged! */
#define RE MBL OFFSET 0x0 /* 0x0: Boot from MBL */|

/* 0x1000: Boot from ROM */
#define RE SYS STATUS OFFSET 0x8000 /* 'Keep unchanged! */
#define RE IMG 0 OFFSET 0xR000 /* 1Keep unchanged! */
#define RE IMG 1 OFFSET 0x1ER00D
#define RE IMG 1 END 0x3CRO00 /* reserved 196KB for user data */
#define RE NVDS_DATA OFFSET 0x3FB000 /* reserved 20KB for nvds data */
#define RE END OFFSET 0x400000 /* equal to flash total size */

/* FW_VERSION */
#define RE_MBL VERSION 0x01000002

#define RE_IMG VERSION 0x01000002
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2. 84 1% 8

AR E R R URe, 28 E EFUSE RiEt=hs.
m o azhr

W22 4 AN 5 SHE ST T, ki BOOTO #1 BOOT1 1 PIN 35 ZHRIL, FLEM
FLASH 235, BOOTO JEft# M ROM Bootloader 23, BOOTO #1 BOOT1 #y
ECE N SRAM 5.

1M Secure ROM J& 5 2R FLASH #5024 PIN % 21 .

EFUSE_CTLO: BITO & 1 10% M Secure ROM J55), A0 fLEM FLASH J&3)
WMRFHZ R, BB, ATk BOOT BN E 2 ok, WHat2uifqE
M Secure ROM ja 3, ALK B LA R,

EFUSE_CTLO: 54 0x2B

B ERUEL

LTI E ROM 28 250 1E MBL S AFFET A, WA RE, sifhak
WE LA BIERE 4 550
EFUSE_CTL1: BIT6 {EIIFFE144, BIT6 + BIT7 X3 LR 5+ FF%4

B % & ROTPKH

ROTPKH FI k&I MBL [ {4511 ROTPK AH R A1, ROTPK ASHFIREGIIE
MBL [ BB EIE P44 . ROTPK %EAXLL & ROTPKH =4 hikiES %
3.2.3.

EFUSE_ROTPKKEYx: 3t 32 Fj

EFUSE_CTL1: BIT2 #i;€ ROTPKH A ft Fit 5

B %E AESK

AT A RS AN, TR EeE 5 A A FHLL SO — AN Lock fiz. %
PRS2 5 R DA R IREG 2 15 SRR, (H/2— B4 Lock 7 & b, #AbshFe
VR

W BEE R AT AESK IR EE, JoikEiBm .

EFUSE_AESKEYx: 3t 16 &=

EFUSE_USERCTL: BITSAESEN 5 1 J5, #HffJGikis AESKey

FF R B B AT LA ] GD32AllInOneProgrammer.exe kK% EFUSE R A TSR . Bk
A] LL# Bl MassProductionTool CMD.exe, ffi iy 2475 S T bt
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3. I 146 1) VR
3.1. ] 4 AR R
W E AT, —FR T, — R TR,
31.1. H &

) ELRARTE R R PG, FEskE) FLASH MREfH. ) B naESs LK 341,

System Setting X 3#A7 IR Gl B, XAMESEE MBL I H3IE K, MBL X847 MBL
LR B4 FIRES, AEB ATk, System Status [XIgifii ] OXFF 44, X =AM 4% MBL I
H A< mbl_afterbuild.bat HzIA R, & HA mblsys.bin, 1#fi# 7% SDK%\scripts\images\
.

MSDK 0 7 i 7= W [ £F Je 25 4 %5 W%, B) rftestbin, ‘&2 ¥ ritest_cfgh
CONFIG_RF_TEST_SUPPORT 4] JF J5 % ¥ MSDK %3 % 1 , H 3§ £ W
7£%SDK%\scripts\images\H . i fdifE T Secure Boot (RE_MBL_OFFSET=0x1000), %
B 2 B shinsk S i B E S, W 3.2 [k,

MSDK 1 £/ /7 [E 4 (msdk.bin), ¥ CONFIG_RF_TEST SUPPORT %G Xk &mi%
MSDK, £:4: i msdk.bin 77 7E %SDK %\scripts\images\ . [FlFE, WIHEfERET Secure Boot
(RE_MBL_OFFSET = 0x1000), #aiff<x BNk mEHE L.

4K K Gw 1% MBL, MSDK O(RFTEST), MSDK 1(Normal)/i5, £>7£% SDK%\scripts\images\
o H 342 B image-alkmp.bin, EH =EAE R, (EAMT B AR,

TRz G, BRIk 2= A4 MSDK 0. 7= 5E M S, P D&Y EI i
FUEE MSDK 1, i E BRI

& 3-1. ) EfErER

‘ System Setting ‘
| MBL |
Padding with OxFF

MSDK 0 (rftest)
4M
bytes

Padding with OxFF

MSDK 1 (normal)

Padding with OxFF

10
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3.1.2.

3.2

3.2.1.

FEE

TH B2 Fa ek 31 MSDK 0 B # MSDK 1 [X 18] image-ota.bin, tE] msdk.bin, £ MSDK
Y5 H 2hi2 17 1 image_afterbuild.bat F14 147 B4, F 75U E £1% SDK%\scripts\images\ H 5%
T

WEAH HTTPS PhisR Mz s X T 8RB - et . AR 244 85O0, TR
=L NE 3-2,

& 3-2. 7+ & EfFErER

HTTP header

Packet 1 F'\.
Packet 2

image-ota.bin

Packet n L,//

Checksum

[E] 41 2

IARGEEER, KE — N R TR AR .

B
[ e 30, MR RS EFEAIE, 2 A — R N TCIE B R, 0
3-8 i — MR ORI A FE, W& 3-4 Frm.

TCAE P [ Bl B EEA S . W EL. BGUERE 44 10 AR DU B s
2o S o A4 S S YR T Sk R [ AN B . ROTPK FHSI BRHIE [ {1 F 22 )24 o XA
MR N IRATR T E 74— 4 ROT % 47%), ROT L4503k MBL [ MSDK #4542,
ROTPK HIRIGIFEL 4, Wik 3-5 Fis.

Bl 3-3. TGk 5 B g X

1
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‘ System Setting ‘/
| MBL |

‘ System Status

MSDK 0

MSDK 1

User Data

Header

MBL Binary

ROTPK

|
|
‘ Digest
|
‘ Signature

MSDK Binary

Digest

} Header
|
|
| ROTPK

Signature

HOUE P B AT BRI, BEAS . B, IUEE BRI AP UETSLR
TELEA o o 4 2L SRR 0 35 [l S A A B o ROTPK YRS IEIE -PIZEA, 1
UEF A5 K MBL-PK AR BHIE B E 928 4% . IR 2/ F5 2 AL PR S IR TS, 4

K 3-6 i .

MSDK T BL 53 AMst A — B2 SHANIESS, th LA MBL 3t — 8. HEERfE i —%,

A AE MSDK 352 HHii A& ROTPK 1 MBL CERT. 75 ] MSDK %}

S A
S

N MBL-PK F1

MSDK CERT, # MSDK CERT #1434 MSDK-PK, MSDK FA%HH k45 MSDK i %4542 .
A 3-4. T iE 5 E 1 g R

‘ System Setting ‘_/'
| MBL |

‘ System Status

MSDK 0

MSDK 1

‘ User Data ‘

-

Header

MBL Binary

ROTPK

Digest

|
|
|
MBL CERT \
|
|

Signature

Header

ROTPK

|
MSDK Binary |
|
MBL CERT \

Digest |

Signature ‘

[ - s 25 2 1 4 VRS E Bh3s 4T IR A mibl_afterbuild.bat £l image_afterbuild.bat 5251

12
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P AR T %SDK%\config\config_gdm32.h, I 4= i 4 A S 1 35 40 ok ATHIE 4
1£%SDK%\scripts\certs\ I+, 4Bl E 4F IDE A xxx_afterbuild.bat A KE NISHL, i

Bl A O R [ e

VER: Hulscdr ECDSA 256 Fl ED25519 RV 254 AAIE. iR i%+% ECDSA256

X AINETS, AR IDE 7EH ] xxx_afterbuild.bat IH% N 251

U

cmd /C

“..\..\.\image_afterbuild.bat
${eclipse_home}/../Tools/OpenOCD/xpack-openocd-0.11.0-3/bin ${ProjDirPath}/.././../../

TEBE N “ECDSA256”. 13l

ECDSA256 CERT

riscv-nuclei-elf-

R FIEIET R, S8t “CERT”, &EiE “IMG”.

3.2.2. =R L AR

ROT # X AR 2 N ROTPK, MBL 5% 1 A8HFRZ N MBL-PK.

W 3-5 iz, 24 Jash AN BAEBIAERS, f# ] ROT —41 28 g%} kA 2 A 44 /],
A 1M¥ FH ROT L EA H k45 MBL A1 MSDK [ E25 4%, 14 ROTPK SRIHIFZS4 .

& 3-5 JCiE FMEREEE

EFUSE

ROTPK Hash —

Saved Hash

- - - =

Offline process

MBL
MBL Binary
— I ROTPK \\
N _— Verified with
Venﬂ/gg/ 4 Signature /
- ) 7 g T
Save&
MSDK
\\ MSDK Binary
|
- N
— ROTPK \
A Saved ; Verified with
. Si — ] : ;i
. igne Signature ) //

e =

Public Key Private Key

ROT key pair

AR R FREBAE, W& 3-6 s, B 26 24258 ROT Al MBL 5 225 8%T PL &
PAES . SR )54 H ROT IE 45 MBL-PK iIFH2544, i H MBL AL 4445 MBL i1 MSDK %
B4 EREANIINERT IS 323 .

LA JRF, ROM B4l EFUSE 1) ROTPK Hash SKIGIE MBL #45 ROTPK )
i, AR5 ROTPK 3iE MBL-PK i &M, anRisubait, i B i MBL-
PK, i MBL-PK SREGAIE MBL 4 Z245 A 1 Ak M. W REUEAR @, Bt bkt 453 MBL 2
17. BE%E) MBL 2 J5, MBL 2ff FIAH R 7592k 0F MSDK &5 .

A 3-6 iE HINEEEEE

13
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MBL

Header

MBL Binary

__Verified — T ROTPK

- ified with
EFUSE - MBL CERT K Veri |?d wit
P (MBL-PK) <

 /
ROTPKHash ©=——— Digest Verified with
Verified '

\
]

\

4 Signature

N

| MSDK
Header

%]
N
>
@
aQ
] I

| / Saved || MSDK Binary

ROTPK SR
Verified with

MBL CERT Y,
(MBL-PK) X

w“ “J"f J/ Verified with
] | o :

[y

[/
| ‘\‘ / Signed
******** T - -7 -\~ 7/ T ———=
ROT Cert ‘
Offline process I !
Public Key Private Key Public Key  Private Key
ROT key pair MBL key pair

3.2.3. BAHNIE R AR

H AT A28 H 2 ROT 2404 A1 MBL 45%f, LA ROTIEH A MBL iiE+ . 752 NIt
%0 OpenSSL Windows T.E. . R 54T JF Window CMD & 1, R U4 N K SCIfr AT
B B 2 B 5 FHIE

ROT Z 4 %} FiEH
A i ROT 243 %

> openssl req -key rot-key.pem -new -out rot-req.csr

B 3-7. & ik ROT & 4Hx%t

14
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D= workstest>openssl req —newkey ED2551% —new —out rot—reg.csp
Generating a ED2551% private key

writing new private key to
Enter PEM pass phrase:
Uerifying — Enter PEM pass phrase:

i}

privkey.pem’

You are about to he asked to enter information that will be incorporated
into your certificate request.

What you are abhout to enter is what is called a Distinguizhed Mame or a DM.
There are guite a few fields but you can leave szome hlank

For some fields there will be a default value.

If you enter '.', the field will be left blank.

Country Name <2 letter code)> [AUl:cn

State or Province Mame ¢full name? [Some—-Statel:js

Locality Mame <eqgq, city) [l:s=

Drganization Mame <eg, company? [Internet Widgits Pty Ltdl:gd
Drganizational Unit MName <eg, section> [1:

Common Name {(e.g. server FQDN or YOUR name?> [l:gigadevice.com
Email Address [1:

Pleasze enter the following 'extra’ attributes
to he sent with your certificate request

A challenge password [1:

An optional company name [1:

W HERE PEM %5, ASCERMER “123456787. ARG RIIHE UEFERAHIAE
B, 52153 prikey.pem Al rot-req.csr. L privkey.pem #fi/e ROT f08H, N T IX4),
FATHEEE 4N rotkey.pem. B FAPRT IHAPIHER ok, BT AR RE ORI
> move privk ey.pem rot-key.pem

AL M ROTIES:, HE4 MBLIETE4
> openssl x509 -req -in rot-req.csr -signkey rot-key.pem -out rot-cert.pem -days 3650

& 3-8. & ik ROT iEH

D:workstest>openssl x589 —req —in rot—reqg-.csr —signkey rot—-key.pem —out rot—cem
t.pem —days 3658
Signature ok

zubject=C = cn, 8T = js=. gz, 0 = gd, CN = gigadevice.com
Getting Private key
Enter pass phrase for rot—key.pem:

rot-req.csr ZiF iR, A rot-key.pem %5444 i rot-cert.pem . X FEHA L
[H % B 1) PEM %10 “12345678”, 2 Ja4="Eh rot-cert.pem.

SR J5 13t X% SDK %\s cripts\imgtool\ %12 T, #T7F Windows CMD, 2171 M4
> imgtool.py getpub -k ..\certs\ecdsa256\rot-key.pem —sha256 1

A PASRE 3 75 2 53 EFUSE /) ROTPKH, W] 3-9 tf#) test_rotpk_hash]].

A 3-9. 3Rl ROTPKH

15
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, 0 0
0 0
0 0

, 0 0

, 0 0

, 0 0
0 0

, 0 0
0 0
0 0
0 0

MBL % 4 Xt FHEF

A MBL 2580 %
> openssl req -newkey ED25519 -new -out mbl-req.csr
Bl 3-10. A MBL Z53%}

D:~workstestropenss]l req —neuwkey EDZ25519 —new —out mbl-reg.cse
Generating a ED25519 private key

writing new private key to ’‘privkey.pem’

Enter PEM pass phrase:

Jerifying — Enter PEM pass phrase:

You are about to he asked to enter information that will be incorporated
into your certificate request.

What vou are about to enter is what is called a Distinguished Mame or a DN.
There are guite a few fields but you can leave some blank

For some fields there will he a default value.

If you enter *.", the field will be left hlank.

Country Mame <2 letter code? [AUl:cn

State or Province Name <(full name?> [Bome—-3tatel:js

Locality Mame <eg. city> [l:s=

Organization Mame {eg. company) [Internet Widgits Pty Ltdl:-gd
Organizational Unit Name (eg. section? [l:gigadevice.com
Common MName {(e.g. server FQDN or YOUR name? [l:gigadevice.com
Email Address [1:

Flease enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:

IBAT N 22158 privkey.pem #1 mbl-req.csr. N T X753, FATHE privkey.pem 5 444 mbk
key.pem.

> move privk ey.pem mblkey.pem

AR MBL ETS: > openssl x509 -req -in mbl-req.csr -out mbl-cert.pem -signkey mbl-
key.pem -CA rot-cert.pem -Cakey rot-key.pem -Cacreateserial -days 3650

16
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A 3-11 A& & MBLIEH

D:~workstest>openss]l x587 -req —in mhl-req.csy —out mhl-cert.pem —signkey mhl-ke
y.pem —CA rot—cert.pem —CAkey rot—key.pem —-CHAcreateserial —days 3658

Signature ok

zuhject=C = cn,. 5T ] g2, 0 = gd, 00 = gigadevice.com, CM = gigadevice.co
m

Getting Private key

Enter pass phrase for mbhl-key.pem:
Getting CA Private Key

Enter pass phrase for rot—key.pem:

IB4T L) JE A B mbl-cert.pem

17
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724161 SDK BIETH4E T ota_demo.c, FiF EFF AR A1 OTA fURIHT, 7TbI543k i
2.

MR AR 5528, 2UE F Python3 HTTP Server, %41 Python3 2 Jgst il LA EHAEH . 4
WIFFR, “HostlP” g XA A1 ML IP . VERIR &7 LR EHUE R —A R A .

# python -m http.server 80 —bind HostIP

AR EE P A8 8E 7 — A HTTP IRSS4S, JEREH T MAE TGS IRE .
FURT DI A H RN A kAT OTA Mk aw & ke

# ota_demo test_ap password 192.168.3.100 image-ota.bin

Hr, “test_ap” il “password” & EEHE )5 3509 AP [¥] SSID F1%14, “192.168.3.100”
J& HTTP Serveriz47 EHLAY IP #ili:, “image-ota.bin” J&7E HTTP Server i H 3% T/ E I+

.
F R S Fe 7 (A7, HTEAT/E MSDK 0 X35, TR IFE itk 55 MSDK 1 [X 12,
WER A RTEATAE MSDK 1, T the S 2 MSDK 0. Ry, A & 2im M

FLASH H [ {1 FR 3 s Hash, LABER [E1F T3R8 BV AT 2] FLASH HIIERAPE, I
¥ MSDK x %I B[] Image Status #ric i NEW, 17fi%%] System Status [X15.

TR 5 G R I, MBL 226167 MSDK 0 1 MSDK 1 (] Image Status, W&k
NEW 4525, SMRAEHHTIRIE, RPIGIE MSDK IR 425 A el g il 15, Wi ieiE M st AN
Image Status #ric iy VERIFY_OK, #RJEBkHEE] NEW [EfFIZE1T. G0 SRa0iE R MO CAE R )
Image Status #ric A~ VERIFY _FAIL #E X\ While(1), = 35 2xi% FU6E S —H MSDK [,
B IH R, 36 F s s 7.

a7 B H A B TH R P IR U T

1) WA E LHNE /T MSDK /& 0 ib 42 1, WERMHIZ 0, W HFREEME N1, K2
79 0;

2) WAHR HTTP R4 a7 TCP 4z

3) WIS AR K I%E HTTP Request;

4)  HRE#mR HTTP response 200 OK, % MSDK Manifest 43 F &% HoK;

5) WA R I LS B H AR eSS A B R, FHK UK B AR ee’S 1 FLASH;

6) RS ASAEROEHE RIR LG, Ik B RS A

7) WRWRRIREA S, SHIH PRS0 ER FLASH N2 THERSR AT LU

8) ARI&IE I MIFRVE HAREES 7.8 i Image Status iy NEW, 4114747 E i) Image Status N

Old;

9) HJA;

10) MBL SE#r FE 254, WiIGuEEs, gugbER i AHs T, B0 EE EREEE S
fr.

18
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FRA i 52

% 51. JRAI %
&= i BH H
1.0 W A 2024 7 7 A 10 A
11 BE T 7y ik 202542 H 26 H
1.2 1B ROTPK FE 5 &4y 20253 H 6 H
1.3 It OTA FZr4n ik 2025 43 H 20 H

19
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This
document, including any product of the Company described in this document (the “Product”), is ow ned by the Company
according to the laws of the People’s Republic of China and other applicable laws. The Company reserves all rights
under such laws and no Intellectual Property Rights are transferred (either wholly or partially) or licensed by the
Company (either expressly or impliedly) herein. The names and brands of third party referred thereto (if any) are the
property of their respective ow nerand referred to for identification purposes only.

To the maximum extent permitted by applicable law, the Company makes no representations or w arranties of any
kind, express or implied, withregard to the merchantability and the fitness for a particular purpose of the Product, nor
does the Company assume any liability arising out of the application or use of any Product. Any information provided in
this document is provided only for reference purposes. It is the sole responsibility of the user of this document to
determine w hether the Product is suitable and fitfor its applications and products planned, and properly design, program,
and test the functionality and safety of its applications and products planned using the Product. The Product is designed,
developed, and/or manufactured for ordinary business, industrial, personal, and/or household applications only, and the
Product is not designed or intended for use in (i) safety critical applications such as w eapons systems, nuclear facilities,
atomic energy controller, combustion controller, aeronautic or aerospace applications, traffic signal instruments,
pollution control or hazardous substance management; (ii) life-support systems, other medical equipment or systems
(including life support equipment and surgical implants); (iii) automotive applications or environments, including but not
limited to applications for active and passive safety of automobiles (regardless of front market or aftermarket), for
example, EPS, braking, ADAS (cameralfusion), EMS, TCU, BMS, BSG, TPMS, Airbag, Suspension, DMS, ICMS,
Domain, ESC, DCDC, e-clutch, advanced-lighting, etc.. Automobile herein means a vehicle propelled by a self-
contained motor, engine or the like, such as, without limitation, cars, trucks, motorcycles, electric cars, and other
transportation devices; and/or (iv) other uses w here the failure of the device or the Product can reasonably be expected
to result in personal injury, death, or severe property or environmental damage (collectively "Unintended Uses").
Customers shall take any and all actions to ensure the Product meets the applicable law s and regulations. The Company
is not liable for, in whole or in part, and customers shall hereby release the Company as well as its suppliers and/or
distributors from, any claim, damage, or other liability arising from or related to all Unintended Uses of the Product.
Customers shall indemnify and hold the Company, and its officers, employees, subsidiaries, affiliates as well as its
suppliers and/or distributors harmless fromand against all claims, costs, damages, and other liabilities, including claims
for personal injury or death, arising from or related to any Unintended Uses of the Product.

Information in this document is provided solely in connection with the Product. The Company reserves the right to
make changes, corrections, modifications or improvements to this document and the Product described herein at any
time without notice. The Company shall have no responsibility w hatsoever for conflicts or incompatibilities arising from
future changes to them. Information in this document supersedes and replaces information previously supplied in any

prior versions of this document.

© 2025 GigaDevice Semiconductor Inc. — All rights reserved
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