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2.1.
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2.3.
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PCROP. WRP. HABKINE 24 E 4, nFEAR LR (BSS). ANA[2 K24 3 %Y,
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XS IL AR R T — N EW Z e RS
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LGN, XTI P R A AT .
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T AR & R EEE ALY, GD32H73x_75x £7%1 MCU #24L T Fruih XA 22 4 i =,
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2.3.2.

2.3.3.

2.4.

2.4.1.

2.5.

L RAAEENAY (DCRP)

EEAFENAFHL, FMC A UE U AT X, (e vk B RGHTE S, (HAS SRR VIR .

AT LLIE 1 B Ry 4KB #51) DCRP_AREA_END[10:0]#1 DCRP_AREA_START[10:0]i%
735K E X —4> DCRP X1k, DCRP X1 thn] DLl i & i 22 /F it MCU R B S HUR I &
Fi B Ay 32KB 7 .
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HAWFTE AT, Vi DCRP XIg#ZAE1EM . A 241 DCRP X552 #2ER IR 3

RER P X

FEEARINAAEE, TUUE P X35, AAAE CPU $UT % &N FHFEFI, A REs Al hIX
15

24 P XA LR 22 4 P A 5 B AR P AR e ARRE R S o 22 4 P XS] T ER 97 B
Mg e AR A B =07 LA

AL B RN 4KB F 1) SCR_AREA_END[10:0]#1 SCR_AREA_START[10:0]i% 5
FAURE L —AN P Xk B 7RIy, 4 XA T DU S o 22 i P
HISHREE, kAN 32KB.

FEZXIPAT ARSI, K 208 R . A8 CPU $44T GD %4 ol 7 4 L e
KUTIHE . FEHAMFARHLT, Uil 2 P K2 ARE .

B A XIS B R, ANBEIEERAL % X I B X .
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OSPI 7748 I SEht ff % (RTDEC)

GD32H73x_75x &5z il a2t £ iAW 4> RTDEC. &4~ RTDEC #] PAFC & PU-/N 7 HAS A
(N2 X 48 . 5 RTDEC Hel 4> R 25 > OSPI 3iii 12—, H OSPI Sifit & A P fE s B
24 OSPI N BN Z BRI, RTDEC LL AES-128 CTR # R PAT SEIHiR 25

HxXM OSPI INIEEENNE 258, iE5% GD32H7 sk 2 e+ 1 AN122 GD32H7
Z7% MCU OSPI flash H 1755 /H 755 .

ME— B AR IRFT

ARG EA A 96 MLHIME—FRIRRF, ZFR IR LI B XEArm] DI P 38, I HAE
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i GD32H73x_75x =i AL EE . ErUHEFSS, SUEAZEEHN—H05%, X
ANME—)15 % ID AeEE P g2 B E
2.6. EEE—%4 (HUK)
AN LA — A — 25, X2 —A 128 SLIALVE o Tl — B 5 AR 25 P RS T AR
(RoT). MAME—SEARNGER I P EEViH, HatEid ROM RS 15 A .
2.7. B&IEP
HMEEHE TN NBRET. ZiEHH Gigadevice fHBNTMAPLE L. B
AEANH. B/ MEARE R
2.8. T2
GD32H73x_75x Rzl as > 3 32x32 Lt — kM 4mfe EFUSE, H-TH P it
WAL E . 1E NAE G KA B0, EFUSE 22 B ouiIf — B gfE N 1, A sE E N 0. EFUSE
BT
% 2-2. EFUSE ¥iE45H
R 5%/
L7 “ﬁ‘? At ik
EPRECTHE =18
FH P 3 B 4B 10'd0 FERNRESE H A T IR P il % 748 (EFUSE_U
SER_CTL)
MCU R S5
MCU 18 B 4B 10'd32 VEMHNFIE S P FMH R MCU {5 2517 2%(EFUSE_
MCU_RSV)
AL
LR 8B 10'd64 FEMAN K IESE R P F M iR T 74 x (EFUSE
_DPx) (x = 0,1)
JnE B R B AES R
AES F4 16B 10'd128 TN EESHRH TR E S AES %A% 74 x (B
FUSE_AES_KEYx) (x = 0...3)
FP B OB R
- 16B 10'd256 FHMARIESE P TP P8R 574 x (EFUSE
_USER_DATAX) (x = 0...3)
2.9. BRI RREEEHETT (CRC)

TEATLARRS: (CRC) & — Ml iRAS Y, 18 % H T H0r M A e b, DU I A
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IR A4k . CRC 5 s o] AR SRS P onlfic B 2 T N 14 7/8/16/32 iz CRC 15,

2.10. HPEV B A2 (TRNG)
HBENL B A (TRNG) Al DUE 8 B 75 4 gle— A 32 frfdLe, JEHE&
st 7 NIST SP800-90B tAilF. 128 {7 Fifi WAL Al T~ & MBI 75 2 11T o

2.11. IR ST (CAU)
M INE T (CAU) T8/ DES. Triple-DES B AES (128. 192 5 256) & %) $iif it
TR, XA ANFZHKER DES/TDES/AES %%, 7 CAU H UL PR HAT
BRI AR . CAU & —A> 32 fish ¥, HF DMA &4, I H 8 o A A A% FIFO
FRA T A

2.12. B IESITT (HAU)
WA MEE G (HAU) ATEEZ S, XFFZLBAETE (SHA-1. SHA-224. SHA-256).
W RREE S (MD5) AL T340 e 751 BUGERS (HMAC) &3, DU 2 & Fh i F R .
WFKEE R (264-1) Al E, SHA-1. SHA-224. SHA-256 il MD5 54 1545 B4 4 1 4%
K E N 160/224/256/128 fiz. £ HMAC ik, SHA-1. SHA-224. SHA-256 & MD5 ¥
WA P A S A B, DL AE DGR S .

2.13. 724 JTAG
24 JTAG INREAGE M T JTAG £:10, MAEA T SWD #11. HiEikgmfefix EFUSE M 0
A5 1, AR S AR M SWD # 0 Y)#3] JTAG #:11.
1% Secure JTAG IMHE£(5 K., 155% AN111 GD32H73x 75x EAHEH R IEH -

2.14. RGN
RGN ThEE T TR IAS R E, IFF Bh B 10 e SRR ) Xt

2.14.1. B B R

B L SR I R [ B 2 A T RE, B AT DUIE I R i 8% 5] RS I AR e SOn A BB st
BIAFTIT ™ kB Ah e . BEDhRER] LA RTC & A b i, SXERERIAE VDD S H], BREahE
KRR DR o A I B By, AR AP AP B T RE S WL B, A AT AR P 4B
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2.14.2. A 4 M
HXTAL 4% (CKM) Fl LXTAL 4 1535 (LCKM) I T4 G 52 41347 5 28 b 11 54 0
— ELR I B SR 35 28 Mo, AR L (IS ok 1 DI 3 S b o I LKA B A I s =
PESR T o b O AN T o U
1 SRR B AR N VR 4 R o P T (34, T AR T I BELLL

2.143. HEKE
S S A P LR S, DUTRA a2 o1 S R 5 () PR VS B P T o 9 T i a2 o 2 (47
A, B IR AT .

2.14.4. BEMERE
VA DS B 3 T L S 0 B %R B o A R 050 T A R N T T A R 1 — 3
S o FRPET DA G A 2 U 4 R SR BOE 24 4T 5

2.15. 744
£ GD32H73x_75x ZAHHAFERE M, %E AR R ASTE 2 AR R A, BE7E 2 4R R L
L

2.15.1. Hut £k (BSS)

IEfii 2 455 (BSS) & Gigadevice $& 1M T LA RS EIHAT, ERLT WAFM {5
BB 2 A X

HBSS M L(EKE, iE5% AN115 GD32H73x 75x & FER 22 REH F 155
BSS 7 Ja shif Az AT I Bt 2 e R 5%
BSS ¥ N, il bss.h i A S 24 RS

# 2-3.BSS @
23k 4 iR
BSS_get_version FRHUBSSF A
BSS_get_status FREBSSIRAS
BSS_get_certificate KEXBSSIE
BSS_get_certificate_size FKEBSSIE R/
exitSecureArea IB e 4 FH P X kAL 21 P R AR T
RIESCR_AREA_STARTHISCR_AREA_ ENDIEI ¥ i B %
resetAndlinitializeSecureAreas
2 P X G

12
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2.15.2.

AR ) 24 R S A

ZERANRIEA TR AGN 2[5, ERAAEN ROM JAZNEHAT, 5 5T7E AT HT X B
FE P BEAT DANUIE RN 56 BE LA 2

IXLACRDAE A Bl 5 B RagRR, P eIk
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3. RERENERH
] 1 2 R0 O 7 A B 4 A o R S P e AR ) — BB . EEE AR BRI 4, A
A F| GD32H7 Z A feds i) 28 2 B HEAT B0 AIE

3.1. BREAZE (LFD
LF1 & 7E GD32 Tz il 2% s B ) —Fh 2 e HLH|, B REFERZETR AR S (Fin OEM
SEENERD 224 HA TH 5223 OEM [Eff. SFI 2AF 245 SR F il i) . BEALE k2
B O(LFD AT Bz 4l OEM [E {235 B 3 INAE . LRI ANAE 22 448 50 R /i [l
LFI 0 VF S5 4h 14 1) 3 p [ R A RS AN S B B U S SC R AT R GR AR, ARG Al s Jf 2o 3
PERRAE I A% A0, DA [ 3t 55 Fr XU
LFI Ziifd il Gigadevice 2L HSM (T {122 4R ) SRSZEBAE RN 52 A 2, OEM 24700
§i ] GD32 LFI Creator T. ERAEH B C. i AES %45 2 4= [ 3 T4 A2
HXLFIIHEZ(EE, E5% AN118 GD32H73x 75x RIS 5 REREIELZE (LFI) ¥
1.

3.2. BRUE %% X (LFIx)
LFIx (Licensed Firmware Install X) FT# B2 4= Hfs OEM [E {42225 5] OSPI [Nf7-H . LFIx
A DAEARERE k22 s AR, LIS UG R At 408 OSPI INAE AT i e . XA R T

o AN A iy FE ST e A 3 T A RO 0 1 22 4

P FRORE e R B A8 2 i T s Xl hn 2%
HXLFIX EZ(ER, 5% AN122 GD32H73x_75x E 5415438 OSPI VR AT H55H
Vak/-1: 8
BHXKHMIENTE 228, 15%% GD Licensed Data Creator User Manual.

3.3. B EMHES (LFU)

PR AT S R R, OEM G i Z R 1F . SRR BE A TS

FEALE M (Licensed Firmware Update, LFU) 4 BT 32 £ 22 4 56 37, I HL AT DU & Fd il
{3200, 40 USB WidL. SD F. H4T4i 0 DFU F1LUKRM .

LFU /1 Gigadevice 2L — RyEREF. HoOTUREE CFHFEREFT L, FHMU

I
(=1

B E 2 (S B, i55% AN119 GD32H73x 75x B F 4754512 R B EF(LFU )
HE.

14
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4.

4.1.

4.2.

ZERH

GD32H73x_75x RAIZEHIZIREE T — N A shiiss ROM, WRIBMHRM ZeinilE, #lin ARM
) PSA, X FoVF RSB 22 45 A sh B N 56 22 4 1 N A X 35

BRI ELER, E5% AN130 GD32H73x 75x E A &4 550,

AR B2 A B AR R AIE N — B B AR s B IR . 2248 s RS, RN AR 5] &
FEFF (IBL), TE il i i 5255 7E ROM 52l ROM (A7 fifs ds Hh o i FH 1) 250 2 44 B0 IF B 7%
72 ECDSA-secp256r1-SHA256. AR AAE K = 16 715 P A2 (£ EFUSE HE NG 1T
R WIRIGUERTS, WPAT T —Br B R . a0 RIIE R, AR R A T8 3R h 45 A7

J2 %) ROM

FEZAERT, REEAJE, MIEHlE: (MCU) 10 A sk N B2 4R34, JHIG A 54T ROM
. ROM A AR IAIE T —ANB B iR SRS A& 75 4 Fe VP RAT

AR AR 224 )R B AR

AR (BL) #E i B NN FAT—IR, HIIEMNINE ROM V5. F#4-1. Z</5501H
FBELEFFHES | T s 28 10 22 4 R Sh - 4 . IBL Rl id ECDSA Sk 725 4 0641 .
ik, AR RLEH H O 245 SREPRE, AT SEF (MBL).

R 41, REDIFMRE AR

5 AR
IA 22 1. EFUSE User data %497 5 —K.
2. EFUSE AT 8 248 50
ROM 1. fEHBREE S MBL 0T, 185 NFFE AR IGH ROM. /5 %45 3 AH

WA RGN G A RE TR AT

2. HREDIER AT MR, 245 FREATLIVH SRAM 441
] X3, GBS YR R O P

SRAM 1. RGEN)E, Za5SREMHE SRAM X2 B3GR .

b 1. TRNG. CAU. HASH 5| ¥l o A3 7E RAEALG A3 -

A A-1. 2B RN T Z2RahdE. RGEAE, IBL (MRS5S MEEF) KE

SR LT SR SR 2 A I R . W RS IEE T, MCU (fldz il 4 #.oc) Bk %] MBL (5]
SRR, BN, EHEATCIRIEIAIFER T —IRE L.

15
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4.3.

B 4-1. Z2RETHE

VIS 5
I
BB (2 |
I
i %wm |

2 A ] Eiﬁ{ﬂﬁf
1% (EidMagic Not Found—
word)

LAl Vf)d A A
1
< wipmy? No—
1
WIEMBLEME GEIEAS)

Il

< sipEr No—

Yes
h 4

l

Bk Z=MBL

| IRAFIBLIRZS | While(1)

MAH Flash 82 E)H3.

L B RE R N AR A RIS AT, R R s 2R AR, JREAR IR BhAL B B
R a st fEan & 4-2. M A BBINZEHT Secure Boot JEFET/. WA ERINAT (1% 45 R BhifiFE -

16
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& 4-2. \HEINFZR Secure Boot iR

RBEEN

AR

ZEHERR

BSS
=
LFHAST < EHLFITH?
U —— Secure_area_initfR$51EK ARIRER
WERE X e
A\ 4
- g1
RE R E
IR AR 1% & Secure_Boot_AddrE|& &
BEIXiE
% & Secure_Boot_Addr} 2 1 IER it
it (R&ifHEXEAD v

kA% B 22 4 R F ik

v

RERBIXE

v

secure_area_exit

v

KRS

\ 4

J& 3

P T EAS ARSI S st AT R W ) B3R, DA CRAR S (1) IE B Bk i A b i B2, LF1 Creator
A ALL IN ONE HI T3 %e, IF Higis 7 MCU %4 H3hHife. GD32 All-In-One
Programmer I GD LFI Creator Hf#HnJ U= GD32AllInOneProgrammer 1 GD LFI

Creator =i,

17
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5. M OSP| FfE28 2
GD32H73x_75x R Hifdz hill #sfEAn R R 326t 7 AN OSPI A48 B shiae 1, Hb
42 JE B AE 2 AR TAR .
BT 24 )Rz, M OSPI s A s, a8 Secure Boot fUHE 2 7E #1477 OSPI 17 1%
SRR 2 BT E RTDEC 1 OSPI F#l. OSPI 774 % b AL A ke 48 R ek piimnt T A
hnss, PR AT DA SR Y % s T A B AR A, A R RS T A P AL B ()
n, RGBSR ) .
HXM OSPI NFEBEHEZ(E L, i55% GD32H73x_75x skl seH A et AN122
GD32H7 Z%) MCU OSPI flash #7555/ 1857 .
6. ZEER
LT L B W o e oy = vl N e o e - | K gl L L U= SR W
6.1. W& Flash 72628 - g0 T 22 4 X 35,
F AT LUK 22 4 XA, 583 XORRE B, 22 4 X N REAE 22 i s R U5 1 .
& 6-1. NEFRFIX BT 7R T AR XI5 &K
& 6-1. NP X,
o i B G
FJL“ f ) f )
fEER RIS Bootloader MR
RaEst e ROM REM ggggﬁ ?‘?f_ﬂi’i‘*’h‘ R
5| SEHERF =2 AP
BREEEMNELZIER, E3% AN113 GD32H73x_75x FIZ LAt E .
6.2. A HN

22 A IR AT AU

B CRHBIECE (BOOTSI AR stk anf, MCUHSRE 2 i % 42 ROMIX 55 3
18
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N2 A X Bk B N FH R e o vk el 2 4 X I

Ffith e 2% (BSS) Ruert At N,

PR EIFRHERI, MR 24 XIS AIDCRP X 15

ez P A PAT S, RSBk 2 A E N (AEZ 4D, WIJGiETr a2 4
P XN E . EIR 2 a1, 244000 H exitSecureAreas % 4% pf £ DL SE I
Bhi% .

HRRAETHENEZE B, 55% AN113 GD32H73x_75x HL L.
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7.

7.1.

7.2

REEBRG

Bz e (HSM)

HSM & — i, T S5Hdzh s KEK JFAERVFATIE. HSM 7133

1. L&Ak OEM % 4.

2. BSUERFAE GD Bz il gs e
3. Uhi A A IR AR T

4. TFEAFER GD WA KR

X HSM MIEZ (5, 55% AN116 GD32 MCU A {2 4 HEA «
HSM 5 PC 2 [l {52 Hi# 4§ USB-HID #1i%.

Gigadevice A 37K HSM. 2R1MN iR, K T—4 HSM 7=,
FHEAE T — ARG 2 AR (HSMD TAERFEE.

7-1. HSM TAEF~HI

&

ﬁ

4 BRKEK

i

fNBOEMZZ4A

IBES

:

S RRIFR]

:

B

$EIRALTE

:

REVFA]

ﬁ

GD32AlliInOneProgrammer

GD32 All-In-One Programmer 37 3% T EFUSE %47 (N2 g FE Th it
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7.3.

GDLicensedDataCreator/Programmer
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This
document, including any product of the Company described in this document (the “Product”), is owned by the Company
according to the laws of the People’s Republic of China and other applicable laws. The Company reserves all rights
under such laws and no Intellectual Property Rights are transferred (either wholly or partially) or licensed by the
Company (either expressly or impliedly) herein. The names and brands of third party referred thereto (if any) are the
property of their respective owner and referred to for identification purposes only.

To the maximum extent permitted by applicable law, the Company makes no representations or warranties of any
kind, express or implied, with regard to the merchantability and the fitness for a particular purpose of the Product, nor
does the Company assume any liability arising out of the application or use of any Product. Any information provided in
this document is provided only for reference purposes. It is the sole responsibility of the user of this document to
determine whether the Product is suitable and fit for its applications and products planned, and properly design, program,
and test the functionality and safety of its applications and products planned using the Product. The Product is designed,
developed, and/or manufactured for ordinary business, industrial, personal, and/or household applications only, and the
Product is not designed or intended for use in (i) safety critical applications such as weapons systems, nuclear facilities,
atomic energy controller, combustion controller, aeronautic or aerospace applications, traffic signal instruments,
pollution control or hazardous substance management; (ii) life-support systems, other medical equipment or systems
(including life support equipment and surgical implants); (iii) automotive applications or environments, including but not
limited to applications for active and passive safety of automobiles (regardless of front market or aftermarket), for
example, EPS, braking, ADAS (camera/fusion), EMS, TCU, BMS, BSG, TPMS, Airbag, Suspension, DMS, ICMS,
Domain, ESC, DCDC, e-clutch, advanced-lighting, etc.. Automobile herein means a vehicle propelled by a self-
contained motor, engine or the like, such as, without limitation, cars, trucks, motorcycles, electric cars, and other
transportation devices; and/or (iv) other uses where the failure of the device or the Product can reasonably be expected
to result in personal injury, death, or severe property or environmental damage (collectively "Unintended Uses").
Customers shall take any and all actions to ensure the Product meets the applicable laws and regulations. The Company
is not liable for, in whole or in part, and customers shall hereby release the Company as well as its suppliers and/or
distributors from, any claim, damage, or other liability arising from or related to all Unintended Uses of the Product.
Customers shall indemnify and hold the Company, and its officers, employees, subsidiaries, affiliates as well as its
suppliers and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims
for personal injury or death, arising from or related to any Unintended Uses of the Product.

Information in this document is provided solely in connection with the Product. The Company reserves the right to
make changes, corrections, modifications or improvements to this document and the Product described herein at any
time without notice. The Company shall have no responsibility whatsoever for conflicts or incompatibilities arising from
future changes to them. Information in this document supersedes and replaces information previously supplied in any

prior versions of this document.

© 2026 GigaDevice Semiconductor Inc. — All rights reserved
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