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s FH X g X
AROT Application Root of Trust R FHARAEAE
EFUSE One Time Program memory aLoLg :;k SiiE
IBL Immutable Boot Loader AT G| F
MBL Mutable Boot Loader ARG S
MP Mass Production B, X AR
NSPE Non-Secure Processing Environment e XPATHE
OTA Over the Air upgrade 2 T2
PROT PSA Root of Trust PSA G 1E
PSA Platform Security Architecture B R=hee e
ROTPK Root of Trust Public Key WRAEEAH
ROM Read-Only Memory REEAr A
SPC Security Protection LR




e

GigaDevice GD32W51x ﬁéﬁ i)]}zﬁ )ﬁi‘ﬂﬂ‘
K %= 5l
2 e T = SO 5
B 1.2, FLASH FI R ..o 6
BI 3. SRAM BIRI. ...t e 6
T TR I v [P RRPRPPR 10
B 3.2, T AR B oo, 10
B 3.3, B I i e e 11
B B4, 2R ROT BB oo 12
B 3.5, AR ROT HET . .. oottt ettt e et e e eae e 12
B 3.6, ROT BE T oot 13
Ty A oy I 2= P TOTPRRRTTRI 13
B 3.8, ZE B MBLAET ... ..ottt 14
K I oyl N ] o == o RO OTRRRTTRI 14
i B L oy A ] o T O ROUPRRRTRR 15
B B, BRI S oo, 15



e

GigaDevice

GD32W51x %24 i sl H -1

# 51. lRAH %

KRR



e

GigaDevice

GD32W51x %24 i sl H -1

1.

1.1.

1.2.

ZERF)

i

LA JAENRN TR MR GUBATIOH— 4522 LN L 2 18] A AQRS 1 B kA se B
REAAWA KBS RGN —2% 8 RRAERFBUEN, #RT — AT
B aiE A e e

N T IRIESE — AR IR R L 2N, BATE R —Da] PUT R BE fE ROM 1, Rz ANA]
2515 (BL). HEahi A Bie v R, Atk RS ZER, RGHSBEEE IBL
KIIBATH K402, AEMTTARERS. B —F 80 Bl A ARG (.

A AHATREF B BHE FLASH IRk, Rz yr 42515 (MBL). IBL 213341k MBL 4
Ve, RSN A, 4 REBEFE 2 MBL.

JETH BT AT RE B, T DMRAEH] Pk F07E FLASH 50 SRAM. WA RFRTE DL, 220

VOBARRLAAE FLASH 3217 ARIER RS, JEHnEk rnT $dT 27 BLEHE PSA ETARFER
(PROT), NHE(FHEIERF (AROT) FIFZ%4fE R (NSPE).

Sl rRER LA 1.1, 7/ EiFE H IMAGE /215 PROT. AROT Al NSPE =#&14.
AROT #R¥IFE &ML ER], KATH SDK Hh=,

E 1.1. 5] B3

MB Ll 56 1 IMAGE# 3 38 iiE WAL 5E R VU TE

PSARAHIE LR AR AR FRERT
(PROT) (AROT) (NSPE)

RS

FLASH #i %

FLASH %) W & 1.2. FLASH # ). FLASH iZ 4854y Fyee a5l (0x0c000000) Fidf
Al (0x08000000), M7= MV N AfE ey, (i Zathtviml, Kk fHIEZ
bk . T TR TR R, & 1.2. FLASH AL 2 438 Hihil f5] R B -5 431
S ECIE .
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& 1.2. FLASH $i%1

0x00000000‘ System Setting ‘
| MBL |

0x0C008000 ‘ System Status
0X0C00AQ00 T
IMAGE 0 \‘\\\t
PROT
2 AROT
\ NSPE
IMAGE 1 >
‘ Security Data ‘
‘ User Data ‘
0XOC1FFFFF
1.3. SRAM #i )

SRAM K% WL A7 1.3. SRAM A%, SRAM & 3Lttty 224 Fehb il (0x30000000) FidEZZ
S3EdiE (0x20000000), 4774 AR BN 24 @Ry, I 22 ethbvr i), [ ARz 4
b7 . & T DAAE 224 B hE A S R & A RS L

& 1.3. SRAM #i%)

0x20000000 ‘ ROM used ‘
0x20000200 Shared data
0x20000A00 ‘ MBL used ‘
PROT used
AROT used
NSPE used
0X2006FFFF
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2. 8 e B

IR E )G 24 s ThRE, T i E EFUSE L Flash #8575 . W2 SIPFlash, %k
# EFUSE H Flash #5517 . Wn%/2& QSPI Flash, % #% & EFUSE.

HkE image-mp.bin, FIHHELOTE, WRIELLFREMKKBEAG S, hS DERNS .

2.1. SIP Flash

m E3EI7A (EFUSE)
- ARG FEDET I,
- #efusesetctl 1
B R ERUFED (EFUSE)
- RWIEEDIRE ROM 25 2501k MBL B ARNEF &AM, RRRE, SRk
R A FAE R 24 55 .
- #efuse settzctl OxcO
m % E ROTPK (EFUSE)
- ROTPK HISRIGIUE MBL [E 4% L FETS, & P-4 7555 B 7RI 54587 )N
T, BN A H 8 ROTPK ARSI AA7 (1) SDK 2R BRAIEF AN fF. BEE tzctl ()
BIT2 2 )5, ROTPK#EfE, AR, Tidrd b ROTPK Bl iy iahi .
- #efuse set rotpk
fOcc01c8a384bdc8694b254f4dd3f8b86a25ae6ca2082¢c838e780e42¢c2b157a2
- #efusesettzctl4
B {fifig Trust Zone (FLASH OP)
- {#ifE Trust Zone F:4% SPC A% E N 0. OXAA AR IR AN 0, 0x55 fRFKix
RN 0.5, Ox 1 AREEAR TN 1.
- #fmcob set obr 0x80AA
B % #& SECMARK (FLASHOP)
- ZAF#4% SECMARKIO-3]7] LA SKAC B FLASH 224 XIBuE, 4% A0
- fmcob set secmark <index> <start page> <end page>
- JH+f, index A 0-3, [start page, end page]iu [N Ae 425 (8], page KK 4K, iX
HEEE T S AR FLASH #8, K PROT [E1FE #51 Page Index % end
page, JF H Wit PROT # KT 751l . SECMARK I TE4HE LiES%
GD32W51x User Manual
- #fmcob set secmark 0 0 0x39
B %® AESK (EFUSE)
- ADET. WRAERE AN, G FRERS I . HEEERE, —HRE
Ja ik R Beiz 4y AESK I REfE, JoikmaRE . LT AESK 75 ZZRR [ 00 A4 gt fd
R HAR R . W& usctl () BITS 2 J5, AESK #i#ifl, Aafginidr. Fidadrh
AESK HHR{ATEH].
- #efuse set aesk 112233445566778899aabbccddeeff00
- #efuse set usct/ 0x20
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2.2. QSPI Flash

m E3E7 (EFUSE)
SR oo = Pip A K d A
- #efusesetctl 1
B RERIEES (EFUSE)
- BWIEEDIRE ROM 25 2501k MBL B ARNEF &N, RRE, HiAsk
Wk, WA BIEE R 2 E 3.
- #efuse settzctl OxcO
m %% ROTPK (EFUSE)
- ROTPK HISRIGIUE MBL [E 4 L FNETS, & BRIP4 kS5 B 7RI 54587
T, LR H ) ROTPK AT RASGHIE AAf ) SDK AL BRFIEF A fF. e tzctl 1
BIT2 25, ROTPK#:AE, AR, Tidans o ROTPK Hdli (it .
- #efuse set rotpk
fOcc01c8a384bdc8694b254f4dd3f8b86a25ae6ca2082¢c838e780e42c2b157a2
- #efuse settzctl 4
B fiifE Trust Zone (EFUSE)
- #efusesettzctl 1
m % E AESK (EFUSE)
- ANEN. W ALERONE AN, TR BRI . REEENE, —BERS
JE ik R izt AESK INE M [EfE, JoikmiREl . PLT AESK 75 2R [0 pln) fd
IR AIMIA .. W08 usctl (9 BITS 2J5, AESK MeiiE, AT, Fikardh
AESK HHEA NTE .
-  #efuse set aesk 112233445566778899aabbccddeeff00
- #efuse set usct/ 0x20
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3. [ {4 i) £

3.1. I

3.1.1. Keil uVision

N T 3CHF ARMCM33, 22 uVision 5.25 K& PA_ERIFRA .
3.1.2. Python

A3 Python3, %352 5, 1817%SDK%\setup.bat, £ %] 225 [F/ 1 3525 A T Z 20
o 223 D) 5 K Python BRATA IN AR G 55748 & PATH .

3.1.3. OpenSSL
I Windows, @223 OpenSSL1.1.1. 223k Ih2 J5ks OpenSSL 4 42 iiN R G EAR
& PATH &,

3.2. & 4 kg

W AP, AR, T

3.2.1. H &

R PR AR B = R, e B FLASH [l -6 . ) A & WA 2 WA 1. 2. FLASH
%), System Status F1 User Data XIS ffEH OxFF 7%, IMAGE1 £#8™ I [E {1 (image-
mp.bin), IMAGEO 7£/# /" [} (image-all.bin), Security Data 77/ & 35, Filinzimiss
PRI A5 IE P55 A

B Ja, BRINBREL B F. 2T a1 ar DI AP REeE, R it
JREERFH)

AR H T ELLLURAT 1) SDK Aykhiti, BAT DA 4FaS:

#%H AROT;

## Security Data;

AHHIETS, MBL UET A1 NSPE iE-13;

FEASTTAT AR 7 BEE A B CRIBE RS B, MBL [E 5, PROT [H{4E .41 NSPE
B

ARG T s a0~ & 3.1, H ) e A s, Horb G Sk U A A
T
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A 3.1. i) EfaEsEE
‘ System Setting ‘

MBL manifest
‘ MBL ‘ ,,,,,, MBL cert
Padding with OxFF
IMAGE| PROT
2M 0 NSPE PROT manifest
byteS Padd|ng Wlth OxFF \\\\’\,\ NSPE manifest
croT | .| NSPE cert
IMAGE \
1 | MP NSPE

Padding with OxFF

3.2.2. HEKA

Tt 28 IMAGEO B¢ IMAGE1, Bk [EfE 55T LA IMAGE .47, PROT. AROT #1 NSPE
=FBAEH. BT NSPE FEHA PROT. AROT RALMARSS, DRI Fr e — & it
NSC J#, tHmlmmkE X & 54 sh, NSPE i E. F%E % PROT. AROT Ni%
RATRE/N, FH it FRR S B, R = 8 & 7 — 8 — 58 AR 1A i A AROT.

IMAGE IJiliA 5 1 NSPE A SkA8%

AL HTTPS ok Mozt i 55 X R EF T B THR R I T A 3.2 AR T
EA.

A 3.2. AZEHFETEE
HTTP header

| Packet 1 | PROT manifest
‘ Packet 2 ‘
IMAGE | NSPE manifest
...... NSPE cert
‘ Packet n ‘ R
Checksum
3.3. [ o 4 3%

IRSEREEE, KRB TR AR, R R] PAT R 2 W T .
3.3.1. B

PAMBL A1, W F& 3.3, B E#t, MBL AT HUTHYT Payload ¥ AZEZEE G T, &

10
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P ERAIE S
& 3.3. [E fFaEi
‘ System Setting ‘
‘ MBL { MBL Manifest ‘ Header ‘
| SystemStatus | T Paosd |
. ‘ Digest ‘
IMAGE 0 J MBL Certificate ‘ ‘ - ‘
‘ Signature ‘
‘ Measurement ‘
IMAGE 1
‘ Security Data ‘
‘ User Data ‘
3.3.2. AN AR

VTR AT 3 2R, JeB N U BB PR U DA A A R S ATIE 45

— LT EAE R AP, e ROT 2405, MBL 2435 1 NSPE S84}, B =1
W, 2052 ROT iE. MBL iF5 A1 NSPE iFf5.

FT9F Window CMD & [, )46 2 FH RAR A2 BHAIE T I H %S DK%\scripts\images\, %z -k
PRURERTN T SCIAT 4 AR R T FH 1 PR B FIIE 15

ROT % 4 X fIiEH

e ROT Z4HX%T: penssl req -key rot-key.pem -new -out rot-req.csr

n
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A 3.4. 4 Bt ROT 4N

D:*workstest>opensz]l req —newkey ED2551% —new —out rot—reqg.cse
Generating a ED25519? private key

writing new private key to ’‘privkey.pem’

Enter PEM pass phrase:

Uerifying — Enter PEM pass phrase:

You are about to bhe asked to enter information that will be incorporated
into your certificate request.

What you are about to enter iz what is called a Distinguished Hame or a DH.
There are guite a few fields but you can leave zome blank

For some fields there will be a default wvalue.

If you enter *.’, the field will he left blank.

Country Mame (2 letter code> [AUl:cn

State or Province Mame ¢(full name?> [Some—-Statel:js

Locality Mame C(eg, city) [l:s=

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:gd
Organizational Unit MName <eg, section> [1:

Common Name {(e.g. server FQDN or YOUR name?> [l:gigadevice.com
Email Address [1:

Fleaze enter the following ‘extra’ attributes
to be sent with your certificate reqguest

A challenge password [1:

An optional company name []1:

T E PEM %, A SCEBRIME “123456787. ARG SEGIE Pl RS R, RIhE4
531 privkey.pem 1l rot-req.csr. F: privkey.pem #ltie ROT A4, N 7T X7y, FAHEEE 4
A rot-key.pem. T AP L AVEHER Hiok, AT AR FRERAF AV

> move privkey.pem rot-key.pem
AR ROT IEH:,  H1'E4: MBL IEH4
> openssl x509 -req -in rot-req.csr -signkey rot-key.pem -out rot-cert.pem -days 3650

A 3.5. £ & ROTIEH

D:“workstest>openss]l x589 —req —in rot-reg.csr —signkey rot—-key.pem —out rot—cer
t.pem —days 3658
Signature ok

zubject=C = cn, 8T = j=. gz, 0 = gd. CN = gigadevice.conm
Getting Private key
Enter pass phrase for rot—key.pem:

rot-req.csr & UEFI1ER, FAME H rot-key.pem H 2544 41K rot-cert.pem.
X5 B O\ B BN PEM #69 “12345678”, 2 J5 43 ¥ rot-cert.pem.
K13 ROTPK: >openssl pkey -in rot-key.pem -pubout -out rot-key.txt -text

18 b 1 B i A 3545 rot-key.txt, AT & 3.6. ROT ZEIAZ, ¥ “pub” E0-5AF
TR, mEE R TR RS 3 EFUSE 1) ROTPK .

12
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& 3.6. ROT HHHNE

————— BEGIN PUBLIC EEY——
NC awBQTDE 2VwbyEA <F WA pDF t virk 9+vP2s0909 jk+F cPOELI 1 CsUZNPO=
————— END FUBLIC EEY-————
EDZ5519 Private—-Key:
priv:
dhibarloiee:d9:baicd i BeiBT: 30 b3 1d i caased;
Of:fh:b6:12:62 aa: e 38 9e: 9086 8d 182 08 b0
26:29

pub:
5f:11:55:59:d8:e9:0c:5b:6L:56:b9:3d: fa: £3:e0:
Bl:0f:54:£6:39:53e:15:c3:d0:e9:2:22:0a:c5:149:
30:f4

MBL 3 44 X AREFS
H R MBL % 4H%}: > openssl req -newkey ED25519 -new -out mbl-req.csr

& 3.7. 4 Bk MBL 4%t

D:>workstest*openss]l req —newkey EDZ25519 —new —out mbl-reqg.cse
Generating a ED2551% private key

writing new private key to ’‘privkey.pem’

Enter PEM pass phrase:

Jerifying — Enter PEM pass phrase:

You are about to he asked to enter information that will be incorporated
into your certificate reguest.

llhat you are about to enter iz what is called a Distinguiszhed Mame or a DHN.
There are guite a few fields but you can leave some bhlank

For some fields there will he a default value.

If you enter *".’, the field will he left bhlank.

Country Mame (2 letter code? [AUl:cn

State or Province Mame <full name? [Some—Statel:js

Locality Mame <eg, city? [l:s=

Organization Mame <eg. company?> [Internet Widgits Pty Ltdl:gd
Organizational Unit Name <eg, section? [l:gigadevice.com
Common Mame <e.g. server FQDN or YOUR name? [l:gigadevice.com

Fleaze enter the following ‘extra’ attributes
to he sent with your certificate request

A challenge password [1:

fAn optional company name [1:

1217 B P15 2 privkey.pem Fllmbl-req.csr. 4 X 43, 3 A HE privkey. pem 5 4 4 mbl-key. pem.
> move privkey.pem mbl-key.pem

£ MBL iE+S: > openssl x509 -req -in mbl-req.csr -out mbl-cert. pem -signkey mbl-key.pem
-CA rot-cert.pem -CAkey rot-key.pem -CAcreateserial -days 3650

13
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A 3.8. A & MBL iE$

D:“workstest>openssl x587 —req —in mhl-reg.csr —out mhl-cert.pem —signkey mbhl-ke
y.pem —CA rot—cert.pem —CAkey rot—key.pem —-CAcreateserial —days 3658

Signature ok

zubhject=C = cn,. 5T j= = gigadevice.com, CN = gigadevice.co

m

Getting Private key

Enter pass phrase for mbl-key.pem:
Getting CA Private Key

Enter pass phrase for rot—key.pem:

AT TN JE A % mbl-cert.pem
NSPE % £ 5t FHEF

£ NSPE #4H%f: > openssl req -newkey ED25519 -new -out nspe-req.csr
& 3.9. 4 gk NSPE F4%t

D:work-«test>openszsl reqg —newkey ED2551%? —new —out nspe—reg.csp
enerating a ED25519 private key
griting new private key to ‘privkey.pem’
[Enter PEM pass phrase:
erifying — Enter PEM pass phrase:
ou are about to be asked to enter information that will be incorporated
into your certificate request.
Jhat you are about to enter iz what is called a Distinguished NHame or a DNM.
here are guite a few fields but you can leave some blank
For zome fields there will he a default value,
If you enter *'.’, the field will he left blank.

ountry Mame (2 letter code? [AUl:cn

LEtate or Province Name <full name? [Some—-Statel:js

Locality Name <eqg, city) [l:sz=

Organization Mame (eg. company) [Internet Widgits Pty Ltdl:=gd
Organizational Unit Mame {eg. section>» [1:

ommon Mame {e.g. server FOQDNH or ¥YOUR name) [l:gigadevice.com
[Email Address [1:

leaze enter the following ‘extra’ attributes
o be sent with your certificate regquest
challenge password [1:

An optional company name [1:

IZAT 42153 privkey.pem F1 nspe-req.csr. N T IX 7, AT privkey.pem 4N nspe-
key.pem.

> move privkey.pem nspel-key.pem

AR NSPE iEf5: > openssl x509 -req -in nspe-reg.csr -out nspe-cert.pem -signkey nspe-
key.pem -CA mbl -cert.pem -CAkey mbl-key.pem -CAcreateserial -days 3650

14
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A 3.10. Z& B NSPE iEH
D:“workstest>openss]l x58? —req —in nspe—reqg.csr —out nspe—cert.pem —signkey nspe
—key.pem —CA mbhl-cert.pem —CAkey mhl-key.pem —CAcreateserial —days 3J658
Signature ok
subject=C = cn, 5T ] = = gigadevice.com
Getting Private key
Enter pass phrase for nspe—key.pem:
Getting CA Private Key
Enter pass phrase for mhl-key.pem:
1247 B )5 A B nspe-cert.pem .
3.3.3. X B B S0

LRI B S4B %SDK%\config\config_gdm32.h, W. T & 3.11. BB E X /. A0 Ny

B, H—BUESEHhE, 2B BoE SRAM LRI, 28 =B& FLASH Bk, 28 DUBGEEHRA. H
FURT DI 4 T H B BRes BRI TRCE . it “Keep unchanged!” FATANBEIZER, X545
R RS R ARG B 1

FERNIPATREFHEATH . Bk, ERERAE RS, #a RIS, thitd i, SRAM AT
FLASH KR ) 25zl R 22 X —A 3eft

& 3.11. BRI B
1 /* REGION DEFINE */
2 #define RE_FLASH_BASE_S axeceesess /* !Keep unchanged! */
3 #define RE_FLASH_BASE_NS axesB8e0020 /* !Keep unchanged! */
4 #define RE_SRAM_BASE_S ax380e0088 /* !Keep unchanged! */
5 #define RE_SRAM_BASE_MNS ax28000088 /* lKeep unchanged! */
=
7 /* SRAM LAYOUT */
8 #define RE_SHARED DATA_START oxe2ee /* !Keep unchanged! */
9 #define RE_MBL_DATA_START BxeAB8 /* !Keep unchanged! */

1e #define RE_PROT_DATA_START Bxan2e
11 #define RE_AROT_DATA_START axEeee
12 #define RE_NSPE_DATA_START axeeee [/ exdBee

13
14 /* FLASH LAYERQUT */

#define RE_VWTOR_ALIGNMENT 8x288 /* !Keep unchanged! */
6 #define RE_SYS_SET_OFFSET 8x8 /* !Keep unchanged! */
17 #define RE_MBL_OFFSET 8x1888 /* !Keep unchanged! */

18 #define RE_SYS_STATUS_OFFSET @x8860

19 #define RE_IMG @ PROT OFFSET @xAB00

26 #define RE_IMG @ AROT OFFSET 8x34808

21 #define RE_IMG @ NSPE_OFFSET 0x3A808 // @xA208

22 #define RE_IMG 1 PROT OFFSET @xFe@es

23 #define RE_IMG_1_ARCT_OFFSET @x120060

24 #define RE_IMG_1_NSPE_OFFSET @x120060 // ©x100000

25 #define RE_IMG_1_END_OFFSET ax106e0e
26 #define RE_SST_OFFSET Bx1F5000
27 #define RE_AUDIT_OFFSET B8x1FFeoe
28

29 /* FW_VERSION */

30 #define RE_MBL_VERSION gxelee0oas
31 #define RE_PROT_VERSION gxeleecoae
32 #define RE_AROT_VERSIOHN gxeopecoal
33 #define RE_NSPE_VERSION axelvecoas
34

15
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3.3.4.

3.3.5.

A PAT AR

FT71%SDK %\ MultiProject.uvmpw, 2>&%| =/ Project, 1/ & MBL. PROT Al NSPE. 1%
R i3 )5 » nTLALES B B 43 2AH R AXF 32, B mbl.axf, prot.axf A1 nspe.axfs
X AN SCAAE TN 2 FR e A 2P gk ) S A

AT PATIEF 33

BASATPATFE P BB H brse N AXF SCHAE BT AR #031 FLASH S8 AT ISR e HEX
A, XA ERE SRS T R AN R, R R, SR .

T SRS N R g e FRA A0, P DA ki 2R N TS o B R T4 AE afterbuild ]
ARSI, fEGR RIS S A BhiE AT, AERERE R E T

B A

%SDK % \scripts\imgtool H 3% . 7 1 —£& i Python 5 B/ T .

imgtool.py: A RIHATRE 70 ki SCARAS IO A 5 I .

hextool.py: K —HEHISCAE00N Intel HEX, J5 fHE 2248 F JLINK T3,

aestool.py: Xf it AT AES-CTR I .

sysset.py: 4% System Setting ) i3k S} sysset.bin.

PANSPE i, df et fan .

1) ESEM AXF SR i — k) BIN SCfF

B > C:)\Keil_ v\ ARMARMCCWin\fromelf.exe --bin --8x1 --bincombined --
output=.\freertos \nspe.bin .\freertos\output\nspe. axf

2) N nspe.bin @0 EAE BAET
B > python %IMGTOOL% sign --config % CONFIG_FILE% "

-k % CERT_PATH%\nspe-key.pem *
-P %KEY_PASSPHRASE% "
-t "NSPE" A
--cert %CERT_PATH%\nspe-cert.pem
\freertos\nspe.bin *
%OUTPUT_IMAGE_PATHY%\nspe-sign.bin
B H$1%CONFIG_FILE%t 215 %SDK%\config\config_gdm32.h, 7E2H e[l Skt
i ZE I AT

16
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3)

4)

nspe-key.pem i /& NSPE Z£I0/ AIuF 77N 1 AE R NSPE FA8H, FHK4: NSPE
254

“12345678” S & I MBL PEM 4T %15 o

“NSPE” =fa4nilE {2y, HAlsH “MBL”, “PROT” fil “AROT”.
nspe-cert.pem it & NSPE ZF 5957 FIIEF N1 A ) NSPE iEFS

e EfE Carig)

> python %AESTOOL% --c %CONFIG_FILE% "

-t "IMG_%INDEX%_NSPE""

-i % OUTPUT _IMAGE_PATH%\nspe-sign.bin *

-0 %OUTPUT_IMAGE_PATH%\nspe-sign%AES_SUFFIX%.bin *

-k %AESK%

BT % e F b kAR v ik A, X BLAR 48 "IMG_%INDEX%_NSPE" 2% 1Y
M %CONFIG_FILE %+ B AH R (1] $AT FEF7 Ecth (s bk, 1 At #s
%AESK% &M%, FEibesks] EFUSE [ AESK frfF—5L.

BN HEX SO (rride, an SR Z@ad JLINK 3 R380)

> python %HEXTOOL% --¢ %CONFIG_FILE% *
-t "IMG_%INDEX%_NSPE"»
-6 %SREC_CAT% "
% OUTPUT_IMAGE_PATHY\nspe-sigh%AES_SUFFIX%.bin *

%OUTPUT _IMAGE_PATH%\nspe-sign%AES _SUFFIX%.hex

A I, i8I IMG_%INDEX%_NSPE"% )\%CONFIG_FILE % & HAHRIHT AT AT
FEJ7 AT UG B RN e bk, 752 A A7 TR 2% Hbil
B3 Ho sk A nspe-sign-aes.bin £45%SREC_CAT% (srec_cat.exe), 4/ Intel

HEX #% X3 nspe-sign-aes.hex.

5 NSPE HyH2E A2 AL, MBL F 3255 10 75 B8 hn— 25, w2 o il sysset.bin, #R)5 ER mbl.bin
S 1E—#E N mbl-sys.bin 22 J5 FR3HT DL 4AE .

AfterBuild il 74~

AR AR, AR Project HaE R xxxx_afterbuild.bat 1547 1, #1141 NSPE, LA
R AH N K] nspe_afterbuild.bat SKEE A DL Fid FE.

{8 KEIL 9wBFixX 4 Project I, <3 H BI7E e JaHhAT xxxx_afterbuild.bat X, HB)5E R
fRERES, 15 20FH R S PR
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GigaDevice GD32W51x 24 J5 31 FH -t
3.4. [E R 4T
3.4.1. TETA
gentool.py: KPS IIEMTALE 2, ERH ERE T,
3.4.2. TSR
m oA

- python gentool.py --config ..\..\config\config_gdm32.h --sys_set ..\images\mbl-
sys.bin --nspe_0 ..\images\mp-sign.bin --prot_1 ..\images\prot-sign.bin --
nspe_1..\images\nspe-sign.bin -0 ..\images\image-all-release. bin

- HEHRTEA A4, 72 Window Command 4 & 1 HT A B 4. 7
PAT AT BT, THESeYm L SDK FIrf AIHATRE B, R R AR 2%
4 J5 153 mp-sign.bin #% 1 #1%SDK%\scriptsimages\H 3% F, #RJ5# Command &
1) H 3 5] #: 31 %SDK%\scriptsimgtool\,  $47 LA x4 BIH] .

LIS ¥4 4)
- > python %GENTOOL% --config % CONFIG_FILE% *
--prot_0 % OUTPUT_IMAGE_PATH%\prot-sign.bin *

--nspe_0 %OUTPUT _IMAGE_PATH%\nspe-sign.bin "
-0 %OUTPUT_IMAGE_PATH%\image-%VERSION%.bin

T+ 9% f1E nspe_afterbuild.bat A< <> 5 A% .
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4.

& F+ 2%

FERATH) SDK B Eft 1 ota_demo.c, MM #EIF R H Oy OTA ARSI, LIS, IXARH
B BE Q22 1A HTTP 5545, JFREB B RUE 7k ssas fo

FH P AT DL S MO T 3L 1) % DOWNLOAD_URL R 58 s i A7 76 B S Sttt 5l
3044 42,3753 1 FH ota_demo(bin_name )ik .

{7 B4 R B A% TR BRAE LR -

1)

2)
3)
4)
5)
6)
7
8)

9)

W% B SE i MRS ATH IMAGE &2 03842 1, WHSHIRZ 0, M HIRRS M E N1, k2
M 0;

WAAHER HTTP k5588 i TCP i

B4 m) Al 55 78 &% HTTP Request;

55 2% . HTTP response 200 OK, ¥ IMAGE [& {54 ik Hi 3k

T4 SR TR e B2 HR H bR e S LB I, KUK 3 i N2 S i3k FLASH:;

JR 5% 5 AE [ B S AR SR G, A [ AL R

AW BRI 2 5, SEHE AR S0 BN FLASH A 28T SR B0 AN 3E AT Hefk s
UG E T N ARTE HARBES AL Y Image Status v NEW, 4114747 % i) Image Status
Old;

HTs

10) MBL Sub#r [ A NRE 4, WORISIEE, Bk 205 B FE1T .
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5. &N
®51. [RAFHSE
xS i B H #
1.0 Wika R AL 2021 4 11 A 23 H
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Important Notice

This document is the property of GigaDevice SemiconductorInc. and its subsidiaries (the "Company"). This document, including any
product of the Company described in this document (the “Product”), is owned by the Company under the intellectual property laws and
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treaties and does not grant any license under its patents, copyrights, trademarks, or otherintellectual property rights. The names and

brands of third party referred thereto (if any) are the property of their respective ownerand referred to foridentification purposes only.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warranties of merchantability and fithness for a particular purpose. The Company does not assume any liability
arising out of the application oruse of any Product described in this document. Any information provided in this document is provided
only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the fu nctionality
and safety of any application made of this information and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Products are designed, developed, and/or manufactured for ordinary business,
industrial, personal, and/or household applications only. The Products are not designed, intended, or authorized for use as components
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion controlinstruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments,
life-support devices or systems, other medical devices or systems (including resuscitation equipment and surgical implants), pollu ton
control or hazardous substances management, or other uses where the failure of the device or Produ ct could cause personalinjury,
death, property orenvironmental damage ("Unintended Uses"). Customers shall take any and all actions to ensure using and selling
the Products in accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shalland hereby do release the Company as well as it’s suppliers and/or distributors from any claim, damage, orotherliability arising
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well as it's suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from orrelated to any Unintended Uses of the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes,

corrections, modifications orimprovements to this document and Products and services described herein at any time, withoutn otice.

© 2021 GigaDevice — Allrights reserved
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