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1. Introduction

This application note is specifically designed for the GD32H77x_H78x series MCUs,
introducing the operational steps and precautions related to the Check_BootLoader.

The Check_BootLoader of the GD32H77x_H78x series is equipped with functionsto assist
OTA upgrades. Its corresponding functions depend on the specific model, as the firmware
update with different ECNVM capacities and addresses. Users can enable OTA / CNVM
firmware updates, by configuringthe relevant option bytes.

Note: This application note is for reference only. In case of any conflict with the user manual
or datasheet, the user manual or datasheet shall prevail.
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2.1.

OTA / CNVM Firmware Update

The GD32H77x_H78x models feature different CNVM and ECNVM configurations. Some
models support OTA functions, while others only support CNVM firmware updates. The
specific distinctions are listed below Table 2-1. GD32H77x H78x series OTA function

support list table.

Table 2-1. GD32H77x_H78x series OTA function support list table

Model Function Update Address

GD32H77xxW (2 MB + 7.5 MB) Supports OTA Bank0 start address 0x08700000.
GD32H78xxW (2 MB + 7.5 MB) Bank1 start address 0x0850 0000.
GD32H77xxP (2 MB + 3.5 MB) Supports the CNVM | Only BankO start address
GD32H78xxP (2 MB + 3.5 MB) Firmware Update 0x08300000.

GD32H77xxl (1.625 MB + 0) Do Not Support OTA or | Not Supported

GD32H78xx! (1.625 MB + 0) CNVM Firmware Update

OTA / CNVM Firmware Update Procedure

For the complete OTA process and description, refer to the <GD32H77x/H78x User Manual>
chapter on NVMC, specifically section 7.3.8 OTA. The option bytes used for OTA / CNVM
Firmware Update are as follows:

Option Byte SWAP bit: Used to select the source for the CNVM update. When the SWAP
bit is set to 0 or 1, the contents of Bank 0 or Bank 1 of the ECNVM, respectively, are
copied to the CNVM during an OTA update.

Option Byte COPYSZ bit: Used to select the block size for OTA verification. When set to
0x00, the block size is 32KB. When set to 0x3F, the block size is 2MB.

Option Byte OTA_CHECK bit: Enables hardware OTA verification.

FW_UPDATE bit: Firmware update bit. When set, after a hardware reset, the system will
copy the data from the Bank corresponding to the SWAP bit to CNVM.

The operations related to OTA / CNVM firmware are as follows:

1.

First, download the new firmware to the corresponding Bank. Then configure COPYSZ
(OTA/firmware check size) and the OTA_CHECK bit (to select whether to verify). Finally,
set the FW_UPDATE bit and perform a system reset to trigger the firmware update.
After the hardware reset completes and the CPU is released, execution jumps to the
Check_BootLoader. It checks if the updated data is valid or is not performed.
Check_BootLoader sends a reset command and starts the new firmware.

If OTA verification fails, or the update fails: Check_BootLoader selects the legacy record
or executes a reset to try again or restore. If it still fails, Check_BootLoader restores the
SWAP bit to its original value, sets OTAFAIL to 1 to point to the old firmware, and resets
again. This achieves a rollback mechanism.

GD32H77xxP / GD32H78xxP has only one Bank and no SWAP bit. Its firmware upgrade
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2.2.

involves copying the content of this Bank to CNVM. Other functions are similar to OTA.

Precautions for OTA / CNVM Firmware Update

1.  During OTA / CNVM firmware updates, check the write protection(WP) for CNVM and
ECNVM. The copy area in CNVM should not have WP protection, and the security settings
of CNVM and ECNVM backup should match.

2. OTA/CNVM firmware updates are supported execution at a low security protection level.
Due to security mechanism, the debugger must be disconnected; otherwise, Check
BootLoader may not start.

3.  When security protection is set to the high level, OTA / CNVM features are unavailable.
4. OTA / CNVM firmware updates can be supported update from CNVM, ECNVM,
sram,and BootLoader.It is recommended to initiate OTA from CNVM code.When booting from
sram, the Check_BootLoader still requires some sram space. To avoid memory conflict, the
BOOT_ADDR in option bytes should be set to 0x24010000 or a higher address.

5. If large amounts of data (e.g., 2MB) need to be copied to CNVM. the MCU hardware
copy operation takes several seconds. Refer to the relevant sections of the chip GD32H77x
/ GD32H78x Datasheet for timing details.
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3.

Other Operations for Using Check_BootLoader

Check_BootlLoader has mis-entry prevention mechanisms. If BOOT_ADDR is set to
Check_BootlLoader's address but no OTA is pending, it jumps to the BootLoader. If the MCU
is a low-level read protected, BOOT_ADDR can still point to Check_BootLoader to jumps to
Bootloader and allowed GD32AllinOneProgrammer programmer connection or unlocking
operations.

If using software logic to jump to Check_BootLoader: When OTA are not required, it will
execute the jump to the address configured in BOOT_ADDR.

The GD32H77x_H78x OTP control bit USER_CTL1 can disable certain functions:

B FLBAK_DISABLE : Disable backup functionality.

B SWAP_DISABLE : Disable Bank area switch functionality.

B COPY_DISABLE : Disable upgrade copy functionality

When the corresponding control bits are set, the MCU will neither perform related operations
nor enter Check_BootLoader for processing.
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This
document, including any product of the Company described in this document (the "Product"), is owned by the Company
according to the laws of the People's Republic of China and other applicable laws. The Company reserves all rights
under such laws and no Intellectual Property Rights are transferred (either wholly or partially) or licensed by the
Company (either expressly or impliedly) herein. The names and brands of third party referred thereto (if any) are the
property of their respective owner and referred to for identification purposes only.

To the maximum extent permitted by applicable law, the Company makes no representations or warranties of any
kind, express or implied, with regard to the merchantability and the fitness for a particular purpose of the Product, nor
does the Company assume any liability arising out of the application or use of any Product. Any information provided in
this document is provided only for reference purposes. It is the sole responsibility of the user of this document to
determine whether the Product is suitable and fit for its applications and products planned, and properly design, program,
and test the functionality and safety of its applications and products planned using the Product. The Product is designed,
developed, and/or manufactured for ordinary business, industrial, personal, and/or household applications only, and the
Product is not designed or intended for use in (i) safety critical applications such as weapons systems, nuclear facilities,
atomic energy controller, combustion controller, aeronautic or aerospace applications, traffic signal instruments,
pollution control or hazardous substance management; (ii) life-support systems, other medical equipment or systems
(including life support equipment and surgical implants); (iii) automotive applications or environments, including but not
limited to applications for active and passive safety of automobiles (regardless of front market or aftermarket), for
example, EPS, braking, ADAS (camera/fusion), EMS, TCU, BMS, BSG, TPMS, Airbag, Suspension, DMS, ICMS,
Domain, ESC, DCDC, e-clutch, advanced-lighting, etc.. Automobile herein means a vehicle propelled by a self-
contained motor, engine or the like, such as, without limitation, cars, trucks, motorcycles, electric cars, and other
transportation devices; and/or (iv) other uses where the failure of the device or the Product can reasonably be expected
to result in personal injury, death, or severe property or environmental damage (collectively "Unintended Uses").
Customers shall take any and all actions to ensure the Product meets the applicable laws and regulations. The Company
is not liable for, in whole or in part, and customers shall hereby release the Company as well as its suppliers and/or
distributors from, any claim, damage, or other liability arising from or related to all Unintended Uses of the Product.
Customers shall indemnify and hold the Company, and its officers, employees, subsidiaries, affiliates as well as its
suppliers and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims
for personal injury or death, arising from or related to any Unintended Uses of the Product.

Information in this document is provided solely in connection with the Product. The Company reserves the right to
make changes, corrections, modifications or improvements to this document and the Product described herein at any
time without notice. The Company shall have no responsibility whatsoever for conflicts or incompatibilities arising from
future changes to them. Information in this document supersedes and replaces information previously supplied in any

prior versions of this document.

© 2026 GigaDevice Semiconductor Inc. - All rights reserved
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